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1
Decision/action requested

This pCR propose to add a new key issue on authorization for Multicast communication services.
2
References

[1]
3GPP TR 23.757-Study on architectural enhancements for 5G multicast-broadcast services
3
Rationale

As specified in TR 23.757 key issue 3, how to support the necessary level(s) of authorization for UEs to access multicast communication services and how can a UE join/leave (including authorised or revoked to access) a multicast communication service need to be studied.

Since TR 23.757 define two new baseline architecture for 5G MBS, new security mechanism for 5GMBS needs to be designed.
4
Detailed proposal

**** START OF CHANGE 1 ****

Y.Z Key issue#X authorization for multicast communication services
Y.1  Key issue details 

As specified in TR 23.757 key issue 3, how to support the necessary level(s) of authorization for UEs to access multicast communication services and how can a UE join/leave (including authorised or revoked to access) a multicast communication service need to be studied.
Since TR 23.757 define two new baseline architecture for 5G MBS, new security mechanism for 5GMBS needs to be designed.
Y.2  Security threats

If UE MBS authentication is not performed, unauthorized UEs may access the service which those UEs are not entitled to access. The unauthorized UEs may consume resources and they may cause DoS to legitimate UEs.
Y.3 Potential security requirements

The system shall support authorization for UEs to join and leave a  multicast communication service.
The system shall support the necessary level(s) of authorization for UEs to access multicast communication services
**** END OF CHANGES ****
